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Marjo Hanhikoski
Centria UAS
ISSUES-project funded by Interreg Aurora

In an ever-changing world, where people are becoming more and more aware of cyber security,
information security and data privacy and where the threat landscape is changing and develop-
ing, organizations and societies demand and need increasingly high-quality and secure services
and products. Information security has become one of the product's quality factors and com-
petitive advantages. (Finnish Transport and Communications Agency Traficom 2018, 7, 10.)
The Secure Development Lifecycle (SDL) framework is a way to meet these requirements.

The SDL is a perspective used in product development, where information security is consid-
ered at every stage of the product's lifecycle, from definition to decommissioning (Finnish
Transport and Communications Agency Traficom 2018). Thus, the framework expands the
product development process with security aspects. Originally, the SDL focused on software
development and Microsoft is considered to be its pioneer, but the framework can be smoothly
applied in all kinds of product development processes (Dorsey 2020; The Security Develop-
ment Lifecycle (SDL) Explained 2016). The SDL model depends on the organization, but as a
result of the research it was found that the lifecycle can be generally divided into the following
phases: definition, planning, implementation, testing, deployment, maintenance and decom-
missioning. In addition, the lifecycle model includes several activities that support it, which
are not actually included in the SDL, such as the organization's information security policy
(Gupta et al. 2007; Finnish Transport and Communications Agency Traficom 2018).

In the definition phase, in addition to the product's normal requirement definition, the product's
information security requirements are defined. These requirements contain the security
measures needed by the product, which can be used to protect the product's data and functions
from harmful actors or other adversities. In order to make the right solutions, product supplier
must have a clear understanding of the product's intended use and environment, as well as the
coming structure. When defining security requirements, it is necessary to consider known
threats, the regulations and requirements of product's industry, and to make use of a ready ex-
isting experience from cases that may have occurred in the past. In addition, it is important to
maintain and update requirements throughout the product's lifecycle. (Finnish Transport and
Communications Agency Traficom 2018, 7, 14-15; Microsoft 2023.)

In the design phase, the structure of the product is finally planned. When designing the struc-
ture, product supplier should follow the principles of secure design, which include e.g. mini-
mization of the attack surface, defence in depth, simplicity of the structure, secure by default
and fail securely (Finnish Traffic and Communications Agency 2018 Traficom, 19-26;
OWASP Foundation 2006). According to the OWASP top 10 list, insecure design was the fourth
most common cause of application security risks in 2021 (OWASP Foundation 2021). During



the planning phase, threat modeling of the product should also be carried out, which can be
used to identify current and future threats to the product and to assess the product's security.
Threat modeling is recommended to be implemented as early as possible in the product's lifecy-
cle, but the threat modeling must be developed, maintained, and updated throughout the
product's lifecycle. (Drake 2024; Finnish Transport and Communications Agency Traficom
2018, 16; Microsoft 2023.)

In the implementation phase, the product is implemented in accordance with the defined re-
quirements and design (Microsoft 2023). In the implementation, the threat modeling done for
the product is taken into account and the threats detected in it are removed or mitigated (Lipner
2004). In secure implementation, general and industry specific best practices, standards, and
recommendations for implementing a secure product are considered, such as secure coding best
practices (Gupta et al. 2007, 24; Lipner 2004). Secure implementation must also consider the
functions that support it, such as the security of developing tools and the development environ-
ment and the competence of personnel (Gupta et al. 2007, 24; Finnish Transport and Commu-
nications Agency Traficom 2018, 12, 27). The goal of the implementation phase is to ensure
that the product corresponds to the plans and that the functions and features work as planned
(Dorsey 2020). To ensure this product supplier should carry out e.g., code reviews and static
analyzes during the implementation phase (Gupta et al. 2007, 24; Finnish Transport and Com-
munications Agency Traficom 2018, 27-28).

The testing phase overlaps with the implementation phase because preliminary testing of the
product is already carried out during the implementation phase. In the testing phase, it is tested
that the planned security functions work as expected, the product meets its requirements and
whether there are any security aspects left in the product that have not been considered. At the
same time, it is verified whether any new vulnerabilities have appeared in the implementation
that should be addressed. (Gupta et al. 2007, 24.) All necessary testing must be carried out for
the product, such as penetration testing and vulnerability testing etc. (Finnish Transport and
Communications Agency Traficom 2018, 30—34). The tests product supplier carry out for the
product must be planned, implemented, analyzed, and documented (Scarfone et al. 2008, 13).
Finally, the product is subjected to final acceptance testing before its official deployment. Ac-
ceptance testing should be carried out by a testing team independent of the development team
or by a third party. (Finnish Transport and Communications Agency Traficom 2018, 30; Mi-
crosoft 2023.) The goal of the testing phase is to verify that the product is ready for to be
delivered for customers (Dorsey 2020; Lipner 2004).

During the deployment phase, it must be ensured that the product is put into use securely and
that it is used appropriately. Consequently, it must be ensured that the user of the product has
been comprehensively instructed on the secure deployment, operation, maintenance and de-
commissioning of the product. It is the duty of the product supplier to provide adequate guid-
ance on the product, to inform and take care of addressing vulnerabilities that have occurred
during deployment and the necessary countermeasures. (Finnish Transport and Communica-
tions Agency Traficom 2018, 35-37.) Implementing and maintaining product's security is not



a single process, but a continuous process that lasts throughout the product's lifecycle (Otieno
et al. 2023, 62).

Developing a completely secure product is impossible (Dorsey 2020; Finnish Transport and
Communications Agency Traficom 2018, 36). Consequently, sufficient resources, both finan-
cial and time and personnel resources, must be invested in the SDL process (Kanniah and Mah-
rin 2016, 3025-3027). The SDL process must also be continuously developed and improved to
respond to future security threats as well. The application of the framework improves the se-
curity and quality of the product, but also the quality of the work and creates conditions for the
continuity of business operations (Finnish Transport and Communications Agency Traficom
2018, 7, 10). According to Gupta et al.'s study, security measures implemented afterwards are
not long-lasting, comprehensive, and cost-effective solutions (Gupta et al. 2007, 22). There-
fore, the product's security should be seen as its primary feature and not just a secondary one.
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