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Protection against data breaches



Skydda dig mot dataintrang
Protect yourself against a data breach

Hall programvara och system uppdaterade
* Uppdateringar korrigerar sarbarheter
Anvand multifaktorsautentisering

*  Multifaktorsautentisering kompletterar anvandningen
av anvandarnamn och lésenord

Anvand inte samma lI6senord i flera olika tjanster

 Genom att anvanda olika |6senord i varje tjanst kan du
forhindra ett mer omfattande utnyttjande av de
anvandaruppgifter som lackt ut

Kom ihag att sakerhetskopiera

*  Gor sakerhetskopior av de viktigaste uppgifterna och
tjansterna

Keep your software and systems updated
* Updates contain vulnerability fixes
Use multi-factor authentication

*  Multi-factor authentication complements the use of a
user ID and password

Do not use the same passwords in several
different services

* By using different passwords for each service, you can
prevent extensive exploitation of leaked IDs

Remember to take backups
* Make backup copies of key data and services



Varfor gors dataintrang och varfor
lonar det sig att skydda sig mot
dem?

Why are data breaches made and
why is it worth protecting against
them?



GoOr sa har om du blivit foremal for dataintrang
Do the following if you have been the target of a data

breach

e  Anmal

Om du upptacker eller misstanker att du blivit foremal
for ett dataintrang, ska du alltid géra en anmalan till
Cybersakerhetscentret samt gora en polisanmalan

Om angriparen till foljd av ett dataintrang har fatt
tillgang till skyddad eller sekretessbelagd information,
ar det frdga om en datalacka

Om du misstanker att de uppgifter som lackt ut
omfattar andra personers personuppgifter ar det fraga
om en dataskyddsforseelse som ska anmalas till
dataombudsmannen

* |solera hackade objekt

* Byt losenord / |3s anvandaruppgifter
* Sakraloggarna

o Aterstill sikerhetskopior

 Kom ihag kommunikationen

* Report it

If you discover or suspect that you have been the
subject of a data breach, you must always report it to
the National Cyber Security Centre in Finland and also
to the Police

If, as a result of a data breach, the attacker has gained
access to protected or classified information, it is a
data breach

If you suspect that the leaked information includes
other people's personal data, it is a data protection
offense that must be reported to the Data Protection
Ombudsman

* |solate hacked objects

* Change passwords / Lock user IDs
* Secure the logs

* Restore backups

e Remember the communication
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