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Digital safety culture

• Cybersecurity covers devices, software, and the operations that 
keep devices and information secure. 

• Digital safety culture introduces the personal aspects of behavior, 
social interactions and daily actions
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Does cyber security affect your wellbeing?



| 4

Digital Safety Practices Daily actions of most people

- Only click links you recognize
- Consider what personal data 

you share
- Keep your devices up to date
- Use strong passwords, change

them often

- Checking emails in a hurry
- Logging to open WIFIs
- Multitasking
- Easy to remember passwords
- Micro breaks online
- Build relationships
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As an employer responsibilities pile up
You might even feel alone

• Handling sensitive business data
• Handling customer data
• Fulfilling the expectations on staff regarding cyber security
• Safe working environment
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“We all work remotely. In the office we 
could talk about things. Now our shared 
space is in the cloud, we talk by typing, 
we leave a lot more documentation 
digitally than we would if we were all in 
the office face to face”. 
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Stress

→ Constant pressure

→ No chance to recover

→ Regulation of emotional

reactions

Attention to sources of stress

→ What was left unfinished

→ Wheatheter anything was

annoying

→ Did I succeeded today

What helps you to recover?

→ During the day

→ After the works

→ Remember to breath

Stress…
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Quick tips for improved digital safety culture
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A reasonable amount of work

Clear calendar

One thing at a time

Avoid interruptions

Mute beeps

Quiet working environment

Knowledge

Learning new things

Adequate tools

Refresh your memory

To-do-lists

Set aside time in your calendar 

for planning

Quiet planning days

Feeling that you have time to do 

things as well as you would like 

to

Plan your work…
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“I change passwords a couple of times a 
year. Once it happened that an outsider 
visited my Facebook, and I've become 
more careful since then”.
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Routines help to reduce stress

Make data security a routine

Check for software and device 
updates every Monday morning 

Make password change days in 
your organisation 

Discuss and educate 

Practice together

Identify critical 
information

What at least needs 
to be protected?

Make a list of the digital services 
your company uses

Which ones are free? 

What are the payment dates for 
purchased services?

Which of these support your 
data security? For example, 
cloud backups and the updates 
of your website…
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“Cybersecurity certainly spoils the fun, 
but maybe it would be easier if it became 
routine”.
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Don’t stay alone

Do one thing at a time!   Think, what kind of message needs an 

immediate response. ???????

Communicate with 
your staff

Do you know 
who to call if 

you get 
scammed?

Don't work when 
you're tired or 

stressed.

Remember to take 
breaks, even if 
you’re working 

distance.



| 14

What can an employer do to ensure
good wellbeing at work

AND improve cyber security practises?

✓ Learn about your staff’s preferences, motivation and attitudes

✓ Connect online and offline – provide low threshold forums

✓ Leading cyber security with fear might shut off your staff

✓ Provide up-to-date devices and software
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“It would be fun if someone else took 
responsibility for cybersecurity. At the 
same time, I think I have to have control 
over everything myself. That's why I'm 
self-employed, so I can do everything 
myself”.
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Passwords, updates, MFA, VPN

➢ Use different passwords for different services. 

➢ Keep your devices and software updated. 

➢ Implement multi-factor authentication MFA. 

➢ Don't use open networks, rather share your phone's network with your 
laptop. If you absolutely must connect your laptop to an open network, 
turn on a VPN to protect your connection. 

➢ Change the default password for your home network.
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Keep your eyes open

➢ Your bank, tax authority or police will never ask for your bank details by 
email or SMS. 

➢ If you receive a bill that seems strange, call the sender to confirm the 
situation. 

➢Don't believe everything you find on social media. 

➢Don't share false information. Check the accuracy of news on the websites 
of international news agencies.
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Project duration: 1.1.2023-31.12.2025
Participating countries: Finland, Sweden, Norway, Poland, Lithuania, 
Latvia
Financed by: Interreg Baltic Sea Region
Lead partner: Centria University of Applied Sciences, Finland

DistanceLAB in short
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Recruiting and 
working remotely?
Cybersecurity measures for remote 
work recruitment
•Audit for remoteworkers
•Employee Declaration at the End of 
Employment
•Your Day at Distance -app

https://interreg-baltic.eu/wp-content/uploads/2024/10/Cybersecurity-measures-for-remote-work-recruitment.pdf
https://interreg-baltic.eu/wp-content/uploads/2024/10/Cybersecurity-measures-for-remote-work-recruitment.pdf
https://interreg-baltic.eu/wp-content/uploads/2024/10/Audit-for-remoteworkers_20240822-loka.pdf
https://interreg-baltic.eu/wp-content/uploads/2024/10/Employee-Declaration-at-the-End-of-Employment_2024_10_04.pdf
https://interreg-baltic.eu/wp-content/uploads/2024/10/Employee-Declaration-at-the-End-of-Employment_2024_10_04.pdf
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Cyber- and data 
security audit 
form for 
distance work
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increase the resilience of the 
businesses in Baltic Sea Region by 
providing tools, skills and 
capabilities of thriving in remote 
business environments. 

Project’s objective is to:
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Get in touch with DistanceLAB

You’ll find us @distancelab in Facebook and LinkedIn!

You can get to know the project on website: 

https://interreg-baltic.eu/project/distancelab/

Linkedin: https://www.linkedin.com/company/distancelab/

and Facebook: https://www.facebook.com/distancelab

Remember to like and follow!

https://interreg-baltic.eu/project/distancelab/
https://www.linkedin.com/company/distancelab/
https://www.facebook.com/distancelab
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Thank you!
laura.palovuori@centria.fi

Illustrations by Adobe Firefly
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DistanceLAB tools
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